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or storage need not be retrieved solely
for that purpose.

[566 FR 48932, Sept. 26, 1991; 56 FR 56010, Oct.
31, 1991]

§518.51 Disposal.

(a) Nonrecord copies of FOUO mate-
rials may be destroyed by tearing each
copy into pieces to preclude recon-
structing, and placing them in regular
trash containers. When local cir-
cumstances or experience indicates
that this destruction method is not
sufficiently protective of FOUO infor-
mation, local authorities may direct
other methods but must give due con-
sideration to the additional expense
balanced against the degree of sensi-
tivity of the type of FOUO information
contained in the records.

(b) Record copies of FOUO documents
shall be disposed of in accordance with
the disposal standards established
under 44 U.S.C. chapter 33 (reference
(a)), as implemented by DoD Compo-
nent instructions concerning records
disposal. Army implementing disposi-
tion instructions are in AR 5-400-2.

§518.52 Unauthorized disclosure.

The unauthorized disclosure of FOUO
records does not constitute an unau-
thorized disclosure of DoD information
classified for security purposes. Appro-
priate administrative action shall be
taken, however, to fix responsibility
for unauthorized disclosure whenever
feasible, and appropriate disciplinary
action shall be taken against those re-
sponsible. Unauthorized disclosure of
FOUO information that is protected by
the Privacy Act (reference (gg)) may
also result in civil and criminal sanc-
tions against responsible persons. The
DoD Component that originated the
FOUO information shall be informed of
its unauthorized disclosure.

Subpart E—Release and
Processing Procedures

GENERAL PROVISIONS

§518.53 Public information.

(a) Since the policy of the Depart-
ment of Defense is to make the max-
imum amount of information available
to the public consistent with its other

32 CFR Ch. V (7-1-02 Edition)

responsibilities, written requests for a
DoD or Department of the Army record
made under the FOIA may be denied
only when:

(1) The record is subject to one or
more of the exemptions in subpart C of
this part.

(2) The record has not been described
well enough to enable the DoD Compo-
nent to locate it with a reasonable
amount of effort by an employee famil-
iar with the files.

(3) The requester has failed to comply
with the procedural requirements, in-
cluding the written agreement to pay
or payment of any required fee imposed
by the instructions of the DoD Compo-
nent concerned. When personally iden-
tifiable information in a record is re-
quested by the subject of the record or
his attorney, notarization of the re-
quest may be required.

(b) Individuals seeking DoD informa-
tion should address their FOIA re-
quests to one of the addresses listed in
appendix B.

(c) Release of information under the
FOIA can have an adverse impact on
OPSEC. The Army implementing direc-
tive for OPSEC is AR 530-1. It requires
that OPSEC points of contact be
named for all HQDA staff agencies and
for all commands down to battalion
level. The FOIA official for the staff
agency or command will use DA Form
4948-R to announce the OPSEC/FOIA
advisor for the command. Persons
named as OPSEC points of contact will
be OPSEC/FOIA advisors. Command
OPSEC/FOIA advisors should imple-
ment the policies and procedures in AR
530-1, consistent with this regulation
and with the following considerations:

(1) Documents or parts of documents
properly classified in the interest of
national security must be protected.
Classified documents may be released
in response to a FOIA request only
under AR 380-5, chapter III. AR 380-5
provides that if parts of a document
are not classified and can be segregated
with reasonable ease, they may be re-
leased, but parts requiring continued
protection must be clearly identified.

(2) The release of unclassified docu-
ments could violate national security.
When this appears possible, OPSEC-
FOIA advisors should request a classi-
fication evaluation of the document by
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